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AGILE DEVSECOPS
CONTINUOUS DELIVERY WITH R IVA

Today we live in a culture where we must have
everything instantly from social media, news,
instant messaging, and the web. Customers,
whether they are commercial customers or
Federal IT customers, all live in the same era of
astonishing technology, instant information,
and rampant social networking. IT
organizations have been traditionally set up to
deal with a long, tedious Software Development
Lifecycle (SDLC). Customers are left waiting for
quarterly, bi-annual, or annual updates to
software that does not meet end-users’ needs,
and still has defects requiring additional
updates.

In 2001, The Manifesto for Agile Software
Development (Agile) was first introduced to
address changing requirements, incremental
delivery, self-organizing development teams,
and quality software. Agile development,
particularly Scaled Agile Framework (SAFe),
started becoming prevalent in the Federal
market around 2010, yet many Federal IT
organizations are still using traditional waterfall
methodology to deliver capability to agency
customers. Why? 

Many Agile development efforts have been
seen as failures in the Federal government,
Adoption has been slow because of FAR
regulations, and
Educating both the contractor and Federal
IT community did not start making traction
until after 2010.

1.

2.

3.

Is Agile the answer to delivering software
faster, better, and cheaper to customers? Yes…
and no. Agile only focuses on the requirements
through software development; it does not
address rapid delivery of software to
production systems. To attend to the rapid
delivery to production and disconnect between
development and operation teams, a new trend
has emerged - software development security
and operations (DevSecOps). DevSecOps
addresses the collaboration, and automation
between software development and operation
teams. 

RIVA’s DevSecOps approach addresses Agile
development, continuous integration,
continuous testing, and continuousdelivery
through the use of automated tools, and
streamlined processes. We deliver incremental
development continuously to production, which
reduces defects, eliminates excess cycle time,
provides continuous feedback, and eliminates
outage windows when deploying to production.



While most IT Executives, Program Managers,
and technical staff are well versed in both Agile
and DevSecOps methodologies, most
implementations are partial forms of either
Agile or DevsecOps because of a number of
extenuating circumstances. For example, many
programs implementing Agile suffer from a lack
of understanding as to how to manage
requirements, deal with change, and still deliver
quality code while staying “agile.” Other
programs implementing DevSecOps do not
have a complete understanding of the
processes and toolsets required, and how to
manage diverse teams who may be working
under different contracts, using different
toolsets, and may not be incentivized to work
collaboratively to achieve a continuous stream
of production-ready software. While there is not
a single approach to address all scenarios,
RIVA has developed a methodology for
DevSecOps and an approach forleaders in the
Federal government to adopt these
methodologies within their IT programs.

The DevSecOps approach encompasses the
entire SDLC. Our approach (see Figure 1)
includes Agile development, continuous
integration, continuous testing, and continuous
delivery while providing continuous monitoring
and feedback throughout every phase of the
lifecycle. 

Daily Code Commit. Developers check code
into a central source code repository daily.
Automated Builds. A Continuous Integration
(CI) server is continually polling the source
repository for changes, and when a change
occurs the code is checked out of the
repository and built. This software is stored
in a repository managed by the CI server.
Automated Testing. The code is
automatically unit tested, code quality
tested, smoke and user interface (UI) tested,
and performance tested.
Automated Delivery. The built version is
deployed using provisioning tools that treat
infrastructure as code.

Automation is a critical component of a
successful DevSecOps approach, and the tools
in this space continue to rapidly advance. Our
approach is agnostic to a particular toolset, and
is customizable based on customer preference.
The key steps for automation that enable our
DevSecOps approach include:

1.

2.

3.

4.
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The entire pipeline described in the next sections is tailorable to add in manual validation at any
phase. We increase efficiencies by automating the promotion of software code from development to
testing and into production. Our DevSecOps approach forms collaborative teams, and reduces the
number of issues occurring during development, deployment, and operations. This results in faster
delivery of applications/features, and reduces Operations & Maintenance (O&M) costs.
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Figure 1. RIVA’s DevSecOps Approach



Thousands of requirements are provided at
the time of RFP. 
No detailed requirements exist for the
product backlog.

Agile Development in Federal Contracting

Our Agile development approach is flexible
enough to use Scrum, Kanban, Test Driven
Development (TDD), Feature Driven
Development (FDD), SAFe, and others. Many
Federal contracts are using SAFe, and are
becoming quite successful at it. The trend has
been for the Federal government to act as the
Product Owner and Scrum Master. In our
experience, it is more beneficial to have the
Scrum Master be part of the contractor
development team to identify and remove
impediments without burdening our
government customer. There are pros and cons
to bothmodels, and both can be successful. It is
up to the Federal government customer which
model works best for them. Incases where the
government does not have the most
experienced or certified Scrum Masters, the
contractor needs tofill those roles. The most
important challenge to overcome is the
management of the product backlog with the
requirements.

There are two common scenarios we have
encountered:

1.

2.

In the scenario (2) where no requirements exist,
we work with the government in a Sprint 0 to
develop a product backlog at the Epic level and
develop a product roadmap. Taking this
approach provides the government with a high-
level product roadmap, which gives them the
ability to forecast for the option years of the
contract. 

This is usually done under a single award BPA.
Using the product backlog that is developed
during Sprint 0, the Product Owner can
prioritize the Epics, and then break the Epics
into user stories and detailed tasks for each
sprint.
We find that taking the time upfront to develop
a good product backlog that is reflective of the
government’s desires, and setting up our
DevSecOps environments is key to program
success. With a good product backlog and the
properenvironments we can develop an
excellent sprint backlog for Sprint 1+, and then
conduct development using Agile Scrum. We
understand that requirements and priorities will
change, but by establishing a good foundation
we can simplify the implementation of an Agile
development contract.

With programs where thousands of the
requirements are created and included in a RFP,
the requirements may be created without the
domain knowledge or understanding of the
legacy system needed to develop the new
modernized systems that accurately represent
the desired outcome. We overcome this
challenge by providing a Sprint 0 where the
entire team does a product backlog grooming
exercise. We work as a partner with the
government to identify requirements that are
valid, requirements that should be discarded,
and requirements that need further clarification
so they are reflective of what the government
wants.
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Continuous Integration (CI), and
Continuous Delivery (CD)

RIVA’s CI and CD approach is designed to
create an automation environment for the entire
end-to-end release process, so that every
change to the application results in a releasable
version that is built automatically. With our
approach, applications are built from a very
early stage in the development process at
specific, frequent intervals oron every change
checked in by the developers. This effectively
eliminates the need for integration testing
because thecode is incrementally integrated on
a daily basis. This removes the cost associated
with developers spending time on this phase.
Frequent, incremental builds and mandating a
comprehensive automated testing process also
allows developers to detect problems early, and
as a result, ensure higher application quality.

To support rapid deployment and release, we
use tools that allow us to automate
provisioning of infrastructure resources and
platforms. The server configuration, packages
installed, and relationships with other servers
aremodeled with code. It is automated and has
predictable outcomes, removing error-prone
manual steps. Our approach uses software
development best practices for the
infrastructure code and stores the code in a
Code Repository with tags and branches. It
releases the code just as if it were applications
software. Our infrastructure code is
continuously integrated, tested, and deployed
right along the application software and is
treated no differently.

We configure our CI server with build steps to
check for coding style, coding standards, static
analysis, and other features using tools such as
SonarQube. We run unit tests from the CI
server, deploy the code to the development
integration environment, and execute additional
functional test scripts. We use tools like
Selenium for smoke and UI testing, and JMeter
for load testing. Using CI server, we produce
artifacts that document the results of the build,
unit testing, and deployment and functional
testing along with the source version used for
the build.

Our continuous delivery pipeline automates
deployments to test and production
environments. Our approach significantly
reduces the manual intensive tasks, resource
lag time, and errors caused by manual
repetition. We provide automated deployment
tools and processes that reduce deployment
risk and give the option of deploying code
multiple times per day without any degradation
in service. The releases are small, which
reduces the risk for system instabilities and
customer user experience issues. Every change
is easier to roll back and easier to test because
the number of changes per release is very
small.
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Continuous Monitoring and Continuous
Feedback

Continuous monitoring across all phases of
application development, testing, and
deployment is crucial for asuccessful
DevSecOps implementation. Our approach
lowers costs caused by errors and changes by
providing continuous feedback throughout each
phase of the lifecycle. We offer a unique
approach to monitoring, using multiple tools to
monitor the applications, environments, and
systems. We use Evolven for environment
management, as it provides real-time user
tracking and workflows to manage the
technical users that develop and operate the
application on a daily basis. We use Splunk for
log analysis for developers, and New Relic to
monitor the performance of the applications
from the user’s perspective. Metrics include
page-load times, database-transactions, and
systems monitoring to focus on CPU load,
memory utilization, and disk space. These tools
allow our teams to better understand issues
and metrics, and ensures that we are optimizing
resources to reduce operational expenses.

Measuring Agile DevSecOps Success

A survey from the Vanson Bourne market
research agency indicated that 39% of those
surveyed had adopted some form of
DevSecOps, and 27% were planning to do so in
the near future. Despite this being such a hot
topic in the ITsector with a high level of
adoption, the question we are most commonly
asked is “Where do we start?” 

Number and frequency of software releases
Volume of defects
Time/cost per release
Mean Time to Repair (MTTR*)
Number and frequency of outages /
performance issues
Revenue/profit impact of outages /
performance issues
Number and cost of resources

Organizations must first baseline their current
position. Having a baseline means you can
build a business case, apply targets and goals
to your projects, and measure your success as
you progress through your project.

Agile DevSecOps Metrics for
Baselining and Measuring Success

There are hard, quantifiable technical and
financial metrics we can measure, such as:

CONTINUOUS MONITORING AND CONTINUOUS FEEDBACK    |PAGE |  08

* The  MTTR  i s  the  Mean T ime  to  Repa i r ,
Reso l ve  or  Reso lu t ion  -  each  o f  the  de f in i t ions
means  the  same and  can  be  used
in te rchangeab ly .  Th i s  t e rm i s  more  commonly
used  when  ta lk ing  about  App l i ca t ion
Per formance  Management  and  the  speed  a t
wh ich  an  outage  or  per formance  i s sue  can  be
f i xed ,  bu t  equa l l y  can  be  used  when  ta lk ing
about  t e s t ing  and  e l im inat ing  de fec t s .



Requirements management
Agile development
Code Builds
Release and deployment
Unit testing
User Acceptance Testing
Quality Assurance
Application Performance Monitoring

Process Metrics

DevSecOps encompasses the entire SDLC that
affects both development and operations staff
to greater or lesser degrees that need to be
taken into consideration. All of these process
components can be improved and then
optimized as the appropriate automation tools
are integrated into the environment. One
ultimate goal of a DevSecOps project is often to
attain true CD by linking these processes and
tools together to allow fully tested, production
ready, committed code to proceed to
production without impediment. When
baselining the current state, it is usefulto
measure these component processes and their
relative maturity (taking into account use of
existing tools and success of implementation). 

We look at:

Why Ask for an External Agile
DevSecOps Maturity Assessment?

While no one is going to understand your
business better than you, we often meet
organizations who are struggling to find the time
to focus on becoming more efficient. They know
there are improvements to be made, but they are
so busy with firefighting they cannot conceive of
stopping to baseline and evaluate their current
position. It is easy to stick with the “devil you
know,” but that will not help you with your
competitive posture or allow you to use newer
technologies that cut costs and improve quality.
That is why it is so important to have an external
assessment of your approach to Development
and Operations.

Next Steps

Understanding DevSecOps and its benefits is just
the beginning. We facilitate the adoption of
DevSecOps in existing and new programs. We
offer expertise to help clients align business
process and technology to their business needs. 
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Develop a strategic roadmap for how
DevSecOps technology may be used to
meet mission and business
requirements 
Understand the goals and IT strategies
within the roadmap, and we execute
projects to implement these DevSecOps
strategies
Identify the drivers, key considerations,
and other important factors for
migrating and modernizing IT Services
Develop comprehensive IT
Transformation plans that provide clear
steps to increase the value of
technology

RIVA’s DevSecOps experts help our clients: Conclusion

RIVA’s DevSecOps approach addresses the
entire SDLC. With the implementation of
automation tools and repeatable processes,
we continuously deliver to production
systems without outage windows, and
unnecessary manual processes. Our
approach reduces costs by providing
environments that are automated thus
removing the need for staff to spend time
with manual processes. We make processes
repeatable which allows for more frequent
and less error-prone releases. Our vendor-
agnostic approach drives increased
efficiencies through improved development
and operational processes, transparency via
continuous monitoring and feedback,
improved quality from continuous integration
and testing, and less risk due to an
automated environment. We have the vision,
experience, and technical knowhow to assist
Federal agencies to take full advantage of
DevSecOps.
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